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Description of the DLP

Let G be a finite cyclic group of order n, and g a generator of
G. For any given integer = € [0, n — 1], the modular (or discrete)
exponentiation ¢* is quite efficient to perform on G, but given
an element y € G, the inverse operation, called the Discrete
Logarithm (DL) of y in G which is to determine the smallest
non-negative integer x such that

e y = ¢g” (in case G is written multiplicatively), or

e y = zg (in case GG is written additively)

is not usually trivial. This is the Discrete Logarithm Problem
(DLP).

Notation: the discrete logarithm of y to the base ¢ is denoted
z = log,y. (z is also known as the index of y in G).

The presumed intractability of the DLP, for appropriate choices
of GG, in contrast to the relative efficiency of calculating the discrete
exponentiation, has made the DLP a basic building block of many
cryptographic applications, including public-key encryption algo-
rithms, digital signature schemes, and key agreement protocols.



Some Motivations (for studying the DLP)

Some cryptographic applications based on the DLP :

e Key-agreement protocol (Diffie-Hellman-1976)

e Public-key algorithm (ElGamal-1984)

e Identification and signatures for Smart Cards (Schnorr-1989)

e Identification schemes (McCurley-1990)

e Zero-knowledge schemes (Desmedt/Burmester-1991)

e Digital signature scheme (ElGamal-1984, Hardjano/Zheng-1992)
e Blind signatures (Camenisch /Piveteau/Stadler-1994)

e Pseudo-random number generators (Sundaram-1998)



Basic Diffie-Hellman Key Agreement Protocol
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Basic ElGamal Signature Scheme
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Applications of the DLP

Algorithms for Solving the DLP

1971 Shank’s Baby-Step Giant-Step

Diffie-Hellman - New Direction in o 1976
Cryptography

ollard’s Rho and Lambda Methods

1978+

Pohlig-Hellman - GF(p)

1979« Adleman - subexponential

1980

1981+

algorithm for GF(p)

Herlestam-Johanesson-

GF(2*p)

1982~ Hellman and Reyneri - GF(q)

ElGamal - Public-key cryptosyste
and signature scheme

Odlyzko - DL in finite fields and
their cryptographic significance

1983+
Coppersmith - subexponential
1984+ “Op b

1985<

ElGamal - subexponential
algorithm for G%‘(p**?)

gorithm for GF(2%*n)

ElGamal - subexponential
algorithm for Gg(p**m)

1986 Coppersmith,Odlyzko,Schroeppel

Chaum,Evertse and van de Graaf-

protocols proving possession of DI, -

1987

Agnew,Mullin and Vanﬁtone - data -
exchange protocols

and- 19|89

Schnorr - efficient identificatio
signatures for smart cards

Brickell and McCurley - interactive»
identification schemes

1990~

subexponential algorithm for GF(p)

19|88+ Long and Wigderson -

discrete log hides O(log n) bits

Buchman and Dullman -
Discrete log in class groups

Desmedt and Burmester-zero-knowledge» 19g91=< Schnorr - Compute discrete

schemes for DL based on smooth integers

logs via diophantine approx.

Hardjano and Zheng - —+ 1992« Gordon and McCurley - massivel

digital multi-signature

parallel computation of discrete %]ogs

1993« Adleman and DeMarrais - subexponential

Camenisch,Piveteau and Stadler -blind,.
signature schemes based on DLP

algorithm for DL over all finite fields

1994~ Maurer - equivalence between breaking

H and computing discrete logarithms

Horster,Michels and Petersen-Hidden _, 1995~ Weber - implementation of the GNFS

signatures schemes based on DLP

to compute discrete logs mod p

Oorschot and Wiener-On Diffie-Hellman—+ 1ggg< Boneh and Venkatesan - Hardness of

key agreement with short exponents |

1998

Y

TIME

computing MSB of DL of secret keys in DH

1997= Shoup - Lower bounds for DLP

and related problems
Schnorr - security of almost all
discrete log bits

Semaev-Discrete log in nonprime

finite fields



Algorithms for Solving the DLP

In a group G of order n.

e algorithms which work in arbitrary groups :

— Exhaustive Search :

« Time : O(n)

* Space : O(1)

x Obs : deterministic algorithm
— Shank’s Baby-Step Giant-Step :

* Time : O(y/n)

* Space : O(y/n)

x Obs : deterministic algorithm
— Pollard’s Rho Method :

* Time : O(y/n)

* Space : O(1)

x Obs : probabilistic algorithm

— Pollard’s Lambda Method:
* Time : O(y/w)
* Space : O(log w)
x Obs :
- probabilistic algorithm

- w 1s the length of an interval in which the discrete
logarithm lies.



— Pohlig-Hellman :
« Time : O(Y_,_, ei(logn + /p;)) if the factorization of
n=[]_ pi is given
« Space : O(1)
x Obs: constant amount of space if Pollard’s Rho method
is used for calculating individual discrete logs.

e algorithms which work only in certain groups :

— Index Calculus :
+ Time : L,(3,1.923) = (1.923 + o(1)) log% . loglog% n
(using variant of Index Calculus - NFS)
* Space: L, (3, ¢) = (c+o(1)) log% n. log log% n, ¢ “small”
x Obs : probabilistic algorithm



Time-Complexity of DI, Algorithms

1971 Shank’s Baby-Step Giant-Step - O(sqrt(n))

Pollard’s Lambda - O(sqrt(w))
Pohlig-Hellman

Pollard’s Rho - O(sqrt(n))
19|78"'<
1979« Adleman - GF(p) - L_p(1/2,¢c)

1980

1981
1982 Hellman and Reyneri - GF(p**m) - subexponential

1983
| _<_< Coppersmith - GF(2**n)- L_n(1/3,c)
19|84 Blake,Fuji-Hara,Mullin and Vanstone-GF(2**n) - n=127

1985“< ElGamal - GF(p**m) - subexponential
Odlyzko - GF(2**n) - subexponential
1986 Coppersmith,Odlyzko and Schroeppel- GF(p) - L_p(1/2,1)

19|87<— pomerance< GF(p) - Lp(1/2, 1.414)

%k _
1988 GF(2**m) - L_p(1/2, 1.414)

1989
1990~ L:aMacchia and Odlyzko-GF (p)-Gaussian integer method

Index Calculus Variant
Adleman and DeMarrais-GF(p**m) - L_p(1/2,c)
GF(2%%227),GF(2%313),GF(2**401)(5 days)

1992~ Gordon, McCurley< GF(2**503% 344 days),GF(2*593)
Gordon - NFS -GF(p) -L_p(1/3.,2.080)
19|93 Schirokauer - GF(p) - L_p(1/3, 1.923)

1994 Oorschot,Wiener-parallel Pollard’s Rho
Adleman- Function Field Sieve -GF(p**m) - L_p**m(1/3,c)
1995 Weber - GNFS - GF(p) - log(p)=132

1991+

19|96+ Weber,Denny,Zayer-GF(p) -log(p)=248
1997

1998

TIME



Exhaustive Search - EXAMPLE

Suppose G = Z7 with p a 200-bit prime number.
Using 22 computers, each one running at 400 MHz, and assuming
that one exponentiation (¢° mod p) takes only one machine cycle
(1), then 400.2% & 2% exponentiations can be made per second per

computer. As there are around 2% seconds in a vear, it would take
200 : . .
about M“%er ~ 212 years to find the desired discrete logarithm,

on average, by trial and error.

Baby-Step Giant-Step - DESCRIPTION

Input: a finite group G =< g > of order n and g,y € G.
Output: the discrete logarithm of y to the base g.

Procedure:

e calculate a table T of (4, ¢"!V" 1) pairs, 1 < i < [{/n ], and
sort them by the second component in the pair.

e compute y.¢7, starting at 5 = 0 (y.g’ might be equal to g**/
for some x and 7).

e compare y.¢7 with the ¢*V? I entries in T'. If a match is found
then g*IV? | = ¢"%J and thus 2 = i.[y/n ] — j is the desired
discrete log. If there is no match, then try another value of 7,
with j < [v/n ]

Time-complexity: O(y/n)

Space-Complexity: O(y/n)



Baby-Step Giant-Step - EXAMPLE

Let G = Zjy;. Then g = 3 is a generator of G (i.e has order
n = 126). We look for the discrete logarithm of y = 51 to the base

qg.
First let’s construct the table T of (4, g":'wmw) pairs, for

1<i< [V127T] =12

7 12 (314|567 8 |9]10|11]12

3 IVI2TT 1mod 127 1731122116125 1471219 ]117(32|50(94 | 4

Sorting 1" by the second entry:

1 6123|749 5101 11| 8 | 2

3 IVI2TT mod 127121 4 116(19(25(32147(50 (73194 (117|122

Calculating y.¢7 for 7 = 0,1,2,... and comparing with T7s
entries:

J 0111213 [4|5]6[7]8]9
51.37 mod 127 |51 |26 | 78 | 107 |67 | 74|95 |31 |93 | 25

Therefore, 3*1? = 397 ie the discrete logarithm of 51 to the
base 3 in Z{5; is z = 48 — 9 = 39.



Pollard’s Rho (p) Method - DESCRIPTION

Input: a finite group G =< g > of order n and g,y € G.
Output: the discrete logarithm of y to the base g.

Procedure:

e break the set G into three approximately equal-sized sets Sy, S5, S3.
e define a sequence of elements over G: xg, 1,29, ... by

560:1

y.x, if x; € 5
Tig1 = f(z) =4 22 ifz; €8, i>0

g.x; if x; € 53

e this sequence, in turn, defines two other integer sequences a;, b,

such that z; = ¢%.y%, for i > 0 :

a():bozo

( a; if z; € 5;
air1 =R 2.a; ifx, €55, ©2>0
L a; +1 if z; € 53

( b, +1 ifx; € 5]
bz'_|_1 =< 2.b; if x; ESQ, 1 >0
bl' ifZL’Z'ESg

\



e (Cycle-finding calculation) The next step is to find a pair
(zi, x9;) with z; = ;.
In this case, g%.y% = g% yb2i = g2 = ybi=bu =
as—a; __ b;—bo; — 4944
log, g™~ =log, y" "% = log,y = bf_b% mod 7.
As long as b; # by; mod n the discrete logarithm can be cal-
culated as above.

In the rare case that a collision z; = x9; is not found, or that
bi = by; mod n, the procedure can be repeated by selecting
random ag, by € [1,n — 1] and restarting with x5 = g%.y%.

Time-complexity: O(y/n)
Space-Complexity: O(1)



Pollard’s Rho (p) Method - EXAMPLE

Let H = Z3s;. Then g = 2 is a generator of the subgroup
G of Zies of order n = 191. Suppose y = 228. Partitioning G
into three sets according to the rule x € S if £ = 1 mod 3;
x € S ifx =0 mod 3; and z € Sy if x =2 mod 3, and setting
xg = 0:a9 = 0;by = 0, results :

Lo L a; | by | | my | a | b
11228101 279 | 0 2
2127910 | 2 184 | 1 4
3192 |04 14 | 1 6
4 1184|111 4 256 | 2 7
5120|115 304 3| 8
6| 14 |16 1211 6 | 18
70 28 1216 144 | 12 | 38
812562 |7 235 | 48 | 152
91152 |2 |8 72 |48 | 154
10 304 | 3 | 8 14 196 | 118
1113721319 256 | 97 [ 119
12 121 | 6 | 18 304 | 98 | 120
13 12 | 6 |19 1211 5 | 51
141144 | 12| 38 144 | 10 | 104

The calculations show that x4 = x93 = 144. Computing r =
(big — bag) mod 191 = 125, and r~' = 125" mod 191 = 136
results in

z = log, 228 = 7' .(ass — a14) mod 191 = 110



Pollard’s Lambda ()\) Method -
DESCRIPTION (also affectionately called
“Method for catching Kangaroos™)

Input: a finite group G =< g > of order n; g,y € GG and a
value w standing for the size of an interval in which the discrete
logarithm lies (e.g. A <log,y < B,w = B — A).

Output: the discrete logarithm of y to the base g.
Procedure:

e compute two sequences T and W (called Kangaroo trails).
The T sequence is {yy, y1, - - - , Yy}, Where

v =ylg'¥ i >0

where f(.) is a “random” function, which takes values in a set
R. At y’y, T halts and “sets a trap” hoping to catch W in case
it lands at this point during its trail {yo, y1, ..., ya}, where

yir1 = yig’ Wi > 0

Actually this will occur if W’s trail hits any point 3!, 0 < i <
N. T’s trail begins at y) = ¢¥ mod n and proceeds till 1.
Note that y; = yz’-.gf(y;') mod n = vy = y4.g" mod n,
where d; = E;‘;o f(y;) is the “distance” from g till y;.

W's trail begins at yo = y = ¢°. The search ends when
ym =yl for some yy; in W's trail, at which point the discrete

logarithm is calculated as :



M1 N=1 pyt
yn = Yy = yo-gim0 T =y gm0 ) =
z=(B+dy—dy) modn
e if no collision yy; = )y occurs (the probability of which can
be controled) before dy; exceeds B +dy — A = w + dy then
the hunt is terminated with failure, because W has travelled

beyond the trap. Subsequent iterations of the above sequences
can be run as required.

Time-complexity: O(y/w)
Space-Complexity: O(logw)



Pohlig-Hellman Algorithm -
DESCRIPTION

Input: a finite group G =< g > of order n, and ¢,y € G.
Output: the discrete logarithm of y to the base g.
Procedure:

e let the factorization of n be n = [[._, p;’, e; > 0.

e for + = 0 to r compute the decomposition z; = ly + l1.p; +
A lei_l.pfi_l where z; =  mod p;'.
esety=1;1, :Oandgzgp%.
e (compute [;) for j =0toe; — 1 do
- _n_
compute v = v.g5-17  and § = (y.”y_l)pg+1
compute /; = log_% (e.g. using Pollard’s rtho method)
set x; = lg+ l1.p; + lo.p? + ... + lei_l.pfi_l

e use the CRT to compute the discrete log x with 0 <z < n—1
and x = z; mod p’,1<i<r

Time-complexity: O(> ., ei(logn + \/p;))), provided the
factorization of n is given.

Space-Complexity: O(1) if used in conjunction with Pol-
lard’s rho method, for example.



Pohlig-Hellman Algorithm - EXAMPLE

Let G = Z35,, g = 71 a generator of Z3:, (i.e. of order n = 250).
Let y = 210. The discrete logarithm is computed as follows:

e the prime factorization of n is 250 = 2.5°.

e (computing 1 = = mod 2) compute § = ¢"? mod 251 =
250 and 7 = y™? mod 251 = 250. Then z; = logys, 250 = 1.

e (computing 9 = =z mod =1 +1.5+ 12.52)

— compute § = ¢"° mod 251 = 20.

— compute y = 1 and 7 = (¢.7~")"® mod 251 = 149; [ is
found as [y = logy, 149 = 2.

— compute ¥ = 7.¢g°> mod 251 = 21 and § = (g.y ')/
mod 251 = 113; [; is found as I} = logyy 113 = 4.

— compute y = v.g*% mod 251 = 115andy = (g.y~ )P~/
mod 251 = 149; [5 is found as Iy = logy, 149 = 2.

— hence 29 =2+ 4.5+ 2.5 = 72.

5

e Solving the pair of congruences:

z =1 mod 2
z =72 mod 125

gives the discrete logarithm

r = log,; 210 = 197



Index Calculus - DESCRIPTION

Input: a finite group G =< g > of order n and g,y € G.
Output: the discrete logarithm of y to the base g.
Procedure:

e (Factor Base) find a subset S = {p1,ps,...,pi} of G such
that a significant fraction of all elements in GG can be efficiently
expressed as a product of elements from S.

e (Linear Relations)

— select a random integer k, 0 < k < n — 1 and compute g¢*.
— try to write ¢* as a product of elements from S:
9" =Tlio o' i >0 (%)
— if (*) is successful, then taking the discrete log of both sides
of (*) results in the linear relation:

k= 23,:1 ¢i.log, p; mod n (%)
— collect £ + ¢ linear relations like (**), by choosing other

random k’s.

e (Discrete logs of elements of S) working modulo n, solve the
linear system of £ + ¢ equations in ¢ unknowns and obtain the
value of the discrete logarithms of the factor base: log, p;, 1 <
1 < t.



e (Actual computation of the discrete log) select a random r, 0 <
r <n — 1 and compute y.g".

e try to write y.¢g" as a product of elements of S :
r l d;
Yy.g = H]':M?jj, dj >0 (**F)

e if y.¢" is not representable as
k)

(***) then choose another r and

retry the factorization ( . Otherwise, taking discrete logs
of both sides of (***) results:

log,y = Zle di.log, pi —r =1
Time-complexity:
o Lp(%, 1.923) for G = Z, using an NFS-variant of index calculus
o Lyn(s,c) for G =GF(2™) and ¢ < 1.587
Space-Complexity:
o L,(3,1.923) for G = Z;
o Lyn(s,c) for G =GF(2™) and ¢ < 1.587



Index Calculus - EXAMPLE

Let G = Z3y9, g = 6 and y = 13. We wish to find logg 13.

e the factor base is chosen to be the first 5 primes S = {2, 3,5, 7,11}

e next linear relations are obtained from ¢" for random values 7:

6% mod 229 = 180 = 22.3%.5
6% mod 229 = 176 = 2*.11
6'2 mod 229 = 165 = 3.5.11
692 mod 229 = 154 = 2.7.11
6% mod 229 = 198 = 2.3%.11
6296 mod 229 = 210 = 2.3.5.7

e the following relations are obtained :

100 = 2. logg 2 + 2. logg 3 + logg 5 mod 228

18 = 4. logg 2 + logg 11 mod 228

12 = logg 3 + logg 5 4 logg 11 mod 228

62 = logs 2 4 logg 7+ logg 11 mod 228

143 = logg 2 + 2. logg 3 + logg 11 mod 228

206 = logg 2 + logg 3 + logg 5 + logg 7 mod 228

e solving the system of 6 equations in 5 unknowns (the individ-
ual logarithms z; = logg p;) yields logg 2 = 21; logg 3 = 208;
logg 5 = 98; loge 7 = 107; logg 11 = 162.

e choosing k& = 77, and combining with y and ¢: y.¢* = 13.67
mod 229 = 147 = 3.7%, so
logg 13 = (logg 3 + 2. logg 7 — 77) mod 228 = 117



(Generalizations of the DLP

e Given a finite group G and y, g € G, find the smallest positive
integer x such that y = ¢°, provided that such x exists. It is
not required that G be cyclic or that g be a generator of G.

e DLP in subgroups of Z7, p prime. Let G be the unique cyclic
subgroup of Z of order ¢, q | (p—1). Givenp,q,y,g € G, find
x,0 <z < g—1suchthat g* =y mod p. The index calculus
does not seem to apply directly in G, but this method must
be applied to Z} itself in order to compute z for the subgroup
G. Used in NIST’s DSA (Digital Signature Algorithm).

e Group of points of an elliptic curve defined over a finite field



Conclusions

e Exhaustive search: infeasible for groups of large order.

e Baby-Step Giant-Step: inneficient for groups of large order.
e Pollard’s Rho: inneficient for groups of large order.

e Pollard’s Lambda: inneficient for groups of large order.

e Pohlig-Hellman: inneficient for groups of order n, where n has
“large” prime factors (e.g. n = 2.p' + 1, p’ prime).

e Index Calculus: (fastest algorithms):

— DLP in GF(p) : Complexity L,(5, 1) (1986)
— DLP in GF(p™) : Complexity Lym(3,c) (1991)

— DLP in GF(27), p prime : implemented successfully for
p < 593 (Gordon and McCurley - 1992)

— DLP in GF(2") : computed up to n & 248 (Weber - 1996)
Complexity Lgn(%, ¢) (Coppersmith - 1984)



Conclusions (cont.)

Method Complexity Examples
pr 2V xw | pr 2B xw
p=2x%p +1 | p=2xp +1
o' prime, ¢ = 2 | p/ prime, ¢ = 2
Exhaustive O(p) ~ 2200 ~ 9593
Search
Baby-Step O(y/P) ~ 2100 ~ 9296.5
Giant-Step
Pollard’s O(\/ﬁ) ~ 2100 ~ 22965
Rho
Pollard’s O(y/w) ~ 9100 ~ 92965
Lambda
Pohlig O(Zle ei(logp—|- ~ 299 ~ 9296
Hellman \/]TZ))
Index L,(1/3,¢) ~ 969 ~ D110

Calculus
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