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Abstract

We describe a software tool which implements a soft-
ware system for stabilizing data values, capable of tolerat-
ing both permanent faultsin memory and transient faults af-
fecting computation, input and memory devices by means of
a strategy coupling temporal and spatial redundancy. The
tool maximizes data integrity allowing a new value to en-
ter the system only after a user-parameterizable stabiliza-
tion procedure has been successfully passed. Designed and
developed in the framework of the ESPRIT project TIRAN,
the tool can be used stand-alone but can also be coupled
with other dependable mechanisms developed within that
project. Itsuseisbeing currently investigated within ENEL,
the main Italian electricity supplier, in order to replace
a hardware stable storage device adopted in their high-
voltage sub-stations.

1. Introduction

This paperdescribesthe designand the implementa-
tion of a datastabilizing software system(DSS), viz., a
fault-tolerantsoftware componentthat allows to validate
input and output databy meansof a stabilizationproce-
dure. The DSS hasbeendevelopedwith the explicit goal
of takingover a pre-«isting stablestoragenardwaredevice
usedat ENEL S.p.A.—themain Italian electricity supplier
thethird largestworld-wide—withina programmefor sub-
stationautomationof their high voltagesub-stations.This
hardware device is able to toleratethe typical faults of a
highly disturbedernvironmentsubjectto electro-magnetic
interferencetransienfaultsaffectingmemorymodulesand
theprocessinglevices,oftenresultingin bit flips or evenin
systencrashesThis hardwarecomponentvasmainly used

within controlapplicationswith a cyclic behavior only de-
pendenton their state(Moore automata). Typically these
applications:

e readtheir currentstatefrom stablestorage,

e producewith that an output that, once validated, is
propagatedo thefield,

e thenthey readtheirinputfrom thefield andcomputea
tentatve future stateandfuture output.

The whole cycle is repeateda numberof timesin or-
derto validatethe future state. Whenthis temporalredun-
dangy schemesucceedsthe tentative stateis declaredasa
valid next stateand the stablestorageis updatedaccord-
ingly. Thecyclic executionis pacedby anexternalperiodic
signalwhich resetshe CPU andre-fetcheghe application
codefrom an EPROM. Externalmemoryis not affectedby
thisstep.This policy andthenatureof faults(frequeng, du-
ration etc.) allow to confinepossibleimpairmentaffecting
theinternalstateof the applicationwithin onecycle.

Developedin the framawvork of the ESPRIT project
TIRANY, a prototypic versionof this datastabilizing tool
hasbeensuccessfullyntegratedin atest-bedcontrolappli-
cationat ENEL, whosecyclic behaiour is regulatedby a
periodicrestartdevice—theonly customdedicateccompo-
nentof the architecture.Initially developedon a Parsytec
CC systemequippedwith 4 processingiodes thetool has
beenthenportedto a numberof runtimesystemsat ENEL,
thetool is currentlyrunningunderthe TEX nanolernel[7]
and VxWorks on several hardware boards,eachbasedon
the DEC Alpha processof3]. Preliminaryresultson these
systemshaw thatthetool is capabldo fulfil its dependabil-
ity anddataintegrity requirementsadaptingtselfto anum-
berof differentsimulateddisturbedenvironmentghanksto

ITIRAN, or TailorableFault ToleranceFramevork for Embedded\p-
plication,is thenameof ESPRITproject28620.




its flexibility . Ongoingexperienceandvalidationactiities,
plannedn theframework of therecentlystartedST Project
DepAuDE (“Dependabilityfor embeddedAutomationsys-
temsin DynamicEnvironmentswith intra-siteandinter-site
distribution aspects”),will allow to gain additional confi-
dencewith the novel solutionat ENEL andwill culminate
in its adoptionin placeof theold hardwareequipmengandin
the analysisof its re-usein a wide classof mission-critical
automatiorapplications.

Thestructureof this paperis asfollows: Section2 draws
ananalysisof therequirementso the DSStool. Basicfunc-
tionalities of the tool are summarizedn Sect.3. Thetwo
“basic blocks” of our tool, viz. the managerf redundant
memoriesaandthe datastabilizer aredescribedespectiely
in Sect.4 andSect.5. Our conclusionsarefinally dravn in
Sect.6.

2. Requirementsfor the data stabilizer

In an electricalpower network, automationis a funda-
mentalrequirementor the subsystemsoncerningproduc-
tion, transportanddistribution of enegy. In mary sitesof
such a network, remotely controlled automationsystems
play an importantrole towardsreachinga more efficient
andcost-efective managemeruf thenetworks. While con-
sideringthe option to install high performancecomputing
nodesas controllersinto suchervironments,the question
of a software solutionfor a datastabilizerarose[4]. The
goal of a datastabilizeris to protectdatain memoryfrom
permanentfaults affecting memorydevicesandfrom tem-
poraryfaultsaffecting dataof systemsunningin disturbed
ervironments,as they typically ariseby electro-magnetic
interferencg EMI), andto validatethesedataby meansof
a stabilizationprocedurebasedon the conjointexploitation
of temporalandspatialredundang. Whencontrolling high
voltage,animportantsourceof faultsis electricity itself—
becauseall switching actionsin the field causeelectrical
disturbanceswhich enterthe control computersvia their
I/O devices, often overcomingthe filtering barriers. Fur-
thermore EMI causedlisturbsin the controllers. Clearly,
dueto the very natureof this classof ervironments,such
faults cannotbe avoided; on the other hand, they should
notimpairtheexpectedbehaiour of thecomputingsystems
thatcontroltheautomatiorsystem.

In orderto overcomethe effectsof transientfaults,tem-
poral redundang is employed. This meansthat all com-
putationis repeatedeveraltimes,assuminghatdueto the
nature(frequeng, amplitude,and duration) of the distur
bancesnot all of the cyclic replicationsare affected. As
in otherredundang schemesa final decisionis takenvia a
voting betweerthe differentredundantesults.Clearly this
callsfor amemorycomponenthatbemoreresilientto tran-
sientfaults with respectto corventionalmemory devices.

In traditionalapplicationsoften a specialhardwaredevice,
calledstable storage device, is usedfor this. Theideawas
to replacethis specialhardware with a software solution,
which offerson the onehandmoreflexibility, andprovides
onthe otherhandthe samefaulttoleranceunctionality.
Thefollowing requirementsverededucedrom this:

1. The datastabilizerhasto be implementedn corven-
tionalmemoryavailableonthehardwareplatformrun-
ning the controlapplication.

2. Typical control applicationsshow a cyclic behaiour,
whichis representeéh thefollowing steps:

e readsensodata,

e calculatecontrol laws basedon new sensordata
andstatusvariables,

e updatestatusvariables,
e outputactuatordata.

The datastabilizerhasto interfacewith suchkind of
applications.

3. The DSShasto tolerateary transientfaults affecting
theelaboratioror theinputs. Furthermoreit hasto tol-
eratepermanenandtransienfaultsaffectingthemem-
ory itself.

4. TheDSShasto storeandto stabilizestatusdata,i.e. if
input datato the DSS have beenconfirmeda number
of times,they shouldbe consideredsstable.

5. Becauseof this stabilizationthe DSShasto provide a
high integrity, i.e. only correctoutput shouldbe re-
leased.

A few furtherrequirementsvereadded namely:

1. minimising the numberof custom, dedicated,hard-
warecomponentsn the system:in particular the sys-
temhasto work with corventionalmemaorychips;

2. makinguseof the inherentlyavailable redundang of
aparallelor distributedsystem;

w

. maximising flexibility and re-usability so to favour
the adoptionof the systemin a wide applicationfield,
which, in the caseof ENEL, rangesfrom enegy pro-
ductionandtransporto enegy distribution;

4. eliminatingthe useof mechanismgpossiblyaffecting
the deterministicbehaviour, for instanceby not using
dynamicmemoryallocationduring the critical phases
of real-timeapplications;

5. focusingon portability, soto have minimal dependen-
cieswith specifichardwareplatformsor specificoper
atingsystems;

6. allowing scalability atleastfrom 1 to 8 processors.



3. ldeas and basic principles

In the following we deducehe functionality of the DSS
from therequirementstatedn thelastparagraph.

First we needto clarify the conceptof data stabiliza-
tion. Let usassumeve wantto developa controllerwith a
shortcycle time with respectto the dynamicsof the input
andthe outputdata. Disturbance$rom temporalfaultscan
influenceeitherthe input or the outputdata. We wantto
eliminatethesetemporaleffectsin particularon the output
data.For thisreasonwe let the controllerrun severaltimes
with the sameinput data. Let us furthermoreassumehat,
in the absencef faults,the sameoutputdataare produced.
This allows usto comparethe outputof the controllerfrom
severalruns. If the outputdoesnt changein a numberof
consecutie cycles,we call theoutputstable. Thedescribed
processof repeateduns of the controllerand comparison
of theresultsis calledstabilization.

Thedescribegrocedureof cyclic repetitionof aprocess
is the basisof temporal redundancy [5]. In orderto detect
andovercomedransienfaults,evenif theircharacteristicas
distribution of frequeng anddurationis notknown, tempo-
ral redundang canbeapplied.If thecomputatiortime for a
processs outspolenlongerthanthe expecteddurationof a
transienfault,andthefrequeng of the disturbancess low
enough,we will assumethat in several repetitve compu-
tationsof the samedataonly onefault may shav up. Soif
thealgorithmperformsthe samecomputatiorseveraltimes,
therewill beaperiodof someconsecutie, notimpairedre-
sults.

The numberNije of consecutre equaldatain-
putsto the DSSis the level of temporal redun-
dancy. It is the minimum numberof cyclesthe
DSShasto executeuntil a new input canbe as-
sumedo bestable.

Anotherstrongrequiremenbf ourdesignis thatof max-
imizing dataintegrity. To reachthis goal, the DSS tool
adoptsa stratgy, to be describedater on, aiming at en-
suring that dataare only allowed to be storedin the DSS
themomentthey have beencertifiedasbeing“stable”. Ona
readrequestfrom a givenmemorylocation,DSSwill then
returnthe last stabilizeddata,while a write into DSSwill
actuallytake placeonly whenthe stratgy guaranteeshat
datathat are going to be written are stable. Anotherim-
portantrequirementis that permanenfaults affecting the
systemshouldnot destrg the data. A standardnethodfor
increasinghereliability of memoryis replicationof datain
redundanmemories:a “write” is thentranslatednto writ-
ing into eachof a setof redundanimemorieswith voting
of the datawhenreadingout. No additionalhardware is
requiredfor this, asthe writings aredonein the memories

of the processinghodesof the target, distributed memory
platform.

Using the principles of spatial redundancy, the
same data are replicatedin different memory
areas—letus call them banks. The spatial re-
dundancy factor Nepat is the numberof replicas
storedin the DSS. Changingthis parametetthe
useris allowed to trade off dependabilitywith
performancendresourceconsumption.

In orderto fulfil the above mentionedrequirementghe
DSSimplementsa stratgly basedon two buffers, one for
readingthe last stabilizeddata,andthe otherfor receving
thenew data.We call thesetwo buffersthe memory banks.

e The bankusedfor the outputof the stabilizeddatais
calledthecurrent bank.

o Theotherbank,calledfuture bank, recevesthe Nijme
input datafor the DSSoneafter the otherandchecks
whethertheresultsarestable.

If theresultsarestabletherole of the banksis switched,so
thatthe future bankbecomeghe new currentbankandthe
outputdataarefetchedfrom there.

During designandimplementatiorof the DSStool, the
ideaaroseto isolatethe spatialredundang from thetool to
build anown tool especiallydevotedto thedistributedmem-
ory approach—wecall this the distributed memory tool
(DMT). It shoved that this approachsimplifiesthe design
andtheimplementatiorof the DSStool.

4. The Distributed Memory Tool

The Distributed Memory Tool (DMT) implementsthe
spatialredundang schemeor the DSS.

Let a local user context be eithera threador a
process,which the userapplicationseesas one
taskwith its own local environment.

Assumethattheuserapplicationconsistf severalsuchlo-
calusercontexts, whicharedistributedamongseveralnodes
of a multiprocessoisystem. The basiccomponentof the
DMT is thelocal handler, whichis definedasfollows:

A local memory handler is alocal softwaremod-
ule connectedo onelocal usercontext andto a
setof fully interconnectedellows. The attribute
“local” meanghatbothusercontext andmemory
handlerun onthesameprocessingiodeandthey
representhewholetool from theviewpointof the
processingode.
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Figure 1. The local memory handler with its
memor y banks. The associated partitions are
represented in a hatc hed way.

As a consequencef this definition, the local usercontext
regardshelocalmemoryhandlerastheonly interfaceto the
distributedmemorytool. Thelocalmemoryhandlerandthe
attachedusermoduleareconnectedsia anIPC mechanism
basedn sharednemory referredto in thefollowing aslo-
cal link. Commandso the distributedmemoryor messages
from thememorywill only flow betweenocal usercontext
andlocal memoryhandler The tasksof the local memory
handlerarecompletelytransparento the usermodule.

4.1. Thelocal memory handler and itstasks

As mentionedn the previous section thelocal memory
handler(seeFig. 1) is responsibléor two banksof memory
i.e., the currentbank, whereit readsfrom, andthe future
bank, for all writing actions. Eachbankis cut into Nspat
partitions,whereeachhandleris responsibldor exactlyone
partition. This partitioncanbe seemasthe partof theredun-
dant memoryattachedto the local usercontext, which is
assignedo thelocal handler We call this partitionthe one
associated to theusermodule.

If a usermodule(i.e. alocal usercontext) initiates to
write datainto its partition, this is donevia a commando
thelocal memoryhandler which is sentvia the connecting
local link. The local handlerthen storesthe datainto the
associategbartition, anddistributesthemto the otherlocal
memory handlersresiding on the other nodes. With this
methodthe dataaredistributedassoonasthey arereceved
from theapplication.

For readingfrom thelocalmemoryhandlerthereareser-
eral concurrenttcommandsavailable. The commonway is
to requestvoted datafrom the local memoryhandler In
this casepnelocal handlerrecevesarequesfor voteddata
from the attachedusermodule. It theninforms all other
handlersand requestsa voting serviceto vote amongthe
replicasof the partition associatedo the requestinguser
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Figure 2. Structure of the Distrib uted Mem-
ory Tool. The associated partitions are repre-
sented hatc hed.

module. Theresultof the voting is providedto the calling
usermoduleasresultof thereadaction. Thekind of voting
is userdefinableamongthosetreatedn [6]. If avotingtask
fails, a time-outsystemallows to regard suchan eventas
thedelivery of adummyvote.

If the userapplicationhasa cyclic behaiour, suchthat
theusermodulesonthedifferentnodesall executethesame
cycle,andunderthe hypothesiof eachnodeservingexclu-
sively thesamesetof tasks thenit is likely thattherequests
for readingmay be processednoreor lesssimultaneously
on all nodes. In this case this informationcanbe usedto
synchronizehe nodesvia the setof local memoryhandlers
andsomedatatransferbetweerthe nodescanberunin an
optimizedway.

Clearlythe DMT is notawareof thelogicspertainingto
the stabilizationmechanismhenceit is a task of the user
applicationto inform thelocal memoryhandleraboutwhen
to switch the banks(in the next sectionwe will seehow
thetemporalredundang taskstake careof this). Normally
this canbe doneoncepercycle. The switchingcanalsobe
connectedvith a checkingphase testingwhetherthe cur-
rent banksare equalon all nodesby meansof an equality
voting.

Clearly, both determiningthe role of eachbank and
switchingtheserolesarecrucial pointsfor the whole strat-
egy. In particular theseactionsneedto be atomic. A fast
and effective way to reachthis propertyis the useof two



State FlagA FlagB Current Future
1 0 0 A B
2 0 1 B A
3 1 0 B A
4 1 1 A B
Table 1. Coding of the current/future bank

flags

binary flags—oneper bank—whosecontentsconcurrently
determinethe roles of the banks. Theseflags have been
protectedoy storingthemin thebankthemseles.

Tablel showvs how the codingof theflagsin both banks
is done. Theideais that, for changingfrom one stateto
anotheyjust one write action is needed in the future bank.
Thecurrentbankcanthereforeberegardedasbeingaread-
only memorybank. If, e.g.,the actualstateis state2, and
we wantto switchthe banks,thenit sufficesto changethe
flag in the future bank,whichis bank A. ChangingFlagA
from 0 to 1 bringsthe systemto state4.

4.2. APl and Client side

Usingfunction callsthe usermoduleis ableto initialize
thetool, to setupthe net of local handlers,andto activate
thetool. This processs donein severalsteps:

1. Eachinstanceof a DMT is built up by declaringa
pointerto a correspondinglatastructure:

dnt _t *dnt;

This datastructureis the placeto hold all information
for oneinstanceof the DMT on eachnode. So each
usermodulethat wantsto usethe DMT needsto de-
clareavariableof this type.

2. In the next step,the DMT is definedand described.
This creates staticmapwhich holdsall necessarin-
formationto drive thetool on eachnode. The follow-
ing codefragment

dnt = DMI_open (id, VotingAl gorithn);

for (i = 0; i < NunmHandl ers; i++)
DMI_add (dnt, i, PartitionSize,
(i == MyNodel d));

when executedon every nodewherethe DMT is in-
tendedto run, setsup a local memoryhandlerto be
usedby theDMT. Thevotingalgorithmcanbeselected
by the uservia akind of call-backfunction.

control

local stable
user memory control
context API

Temporary buffer

control

local stable
user memory control
context API

Temporary buffer

Figure 3. Structure of the DSS Tool.

3. After definitionanddescriptionof the DMT, the latter
hasto be startedto setup datastructuresandthreads.
This activationis donevia function

int DMI_run (dnt_t *dnt);

This function simply spavns the local memoryhan-
dlerthread afterhaving checledtheconsisteng of the
structuregefinedin the descriptionphase All alloca-
tion of memoryis donein the handleritself.

5. The DSS Tool

As alreadymentionedthe DSStool builds ontop of the
DMT. While the latter is usedfor the managemenof the
spatialredundang (seeFig. 3), the DSStakescareof the
managemenmnf thetemporalredundang stratgyy. On each
nodethewriting requestso the DSSaredoneinto atempo-
ral redundang buffer, which holdsa userdefinablenumber
Niime Of copiesof thelastinputs. As the temporalbuffers
areonly handledlocally, this fits well to the conceptof lo-
cal memoryhandler The DSS moduleperformsa voting
on the contentof thetemporalbuffersand,if thisvotingis
successfultheresultis fedinto theDMT. TheDSShandles
all accesseaswell asthetemporalvoting transparentlyof
thelocal usercontext.

5.1. Algorithms

The DSSModule asa whole giveseachlocal usercon-
text acombinationof temporalandspatialredundanmem-



ory buffers,which areableto keepthelocal statevariables.
We call the context family associatedio a DSSthe setof all
localusercontextsthatstoredatain aninstanceof thatDSS.

The DSScompletelyhidesthe memoryhandlingandthe
handlingof the DMT, sothatthe useronly needsto write
to and readfrom the memory all other handlingis done
transparently

Thefollowing stepsareexecutedautomatically:

1. Thenew dataarewritten into thetemporalbuffer.

2. Using internal flag valuesthe currentand the future
banksare determined.This is donewithin the DMT,
thereforeonly theflag valuesof thespatialredundang
buffersareused.

3. A votingonthetemporabuffer takesplace.If thetem-
poralbuffer is stabilized,.e. thevoting s positive, the
contentof the temporalbuffer is storedinto the spa-
tial redundang buffers,i.e. therespectie callsto the
DMT aredone.

4. If the evaluation of the internal flags allows it, the
DMT switchesthe memorybanks.

5. A voting is appliedto evaluatethe outputof the cur-
rent bankin the distributed memory Suchoutputis
returnedo the calling local usercontext.

5.2. API

The DSSis identified via a control block structure. It
must be seenin connectionwith the DMT—in factit is
a kind of front endto this tool, which providesadditional
functionality. The stepsto be performedto setup the DSS
aresimilarto thoseelaboratedor the DMT:

1. Eachinstanceof aDSSTool is build up by declaringa
pointerto a correspondinglatastructure:

smCB t *sm

Eachlocal usercontet thatis memberof the associ-
atedcontext family needgo declarea pointerto avari-
ableof typesnCB_t .

2. Similarly to the DMT the DSSTool hasto be defined
and described. With the SMopen statement local

instanceof theis createdln additionto theparameters

of the DMI_open statemensomeparametersegard-
ing the temporalredundany are passedo this state-
ment.

sm = SMopen (id, Nime
Tenpor al Vot i ngAl gorithm
Spati al Voti ngAl gorithnj;

for (i =0; i < Ngpat; i++)
SMadd(sm i, PartitionSize,
(i == MyNodel d));

The above codesetsup an instanceof the DSStool,
assumedt is calledin everylocal usercontet, which
wantstake partonthetool.

3. Upto now the DSSTool is definedanddescribedi.e.
the structureis setup, but no instancehasbeenin-
stalled,no memoryhasbeenallocatedandno handler
for the spatialredundanmemoryis started.To do this
the tool mustbe activated. This is donevia the func-
tion SMr un() . This functionallocatesthe temporal
redundanyg buffers, initializes the variables,andacti-
vatesthe attachedistributed Memory Tool usingthe
functionDMT _r un(') . TheDSScanonly bestartedup
if all local usercontexts belongingto its context fam-
ily call SMr un() atthe samepointin their start-up
phase.

At run-time,the DSSTool is controlledvia two functions,
which readthe datafrom the applicationor provide stabi-
lized andvoteddatato theapplication:

int SMwite (snCB t *MWCB, void *SM.in);
int SMread (snCB t *MyCB, void *SM out);

The user provides data to the DSS via function
SMwr i t e(), which is then responsiblefor handling of
thesevalues. This functionis usedto input the local data
of alocal usercontet to the DSS. The parametersubmit-
ted to the function describethe DSS control block struc-
ture (MyCB) andthe addresf the datato be copiedinto
the DSS(SMi n). Whenthe functionis returned,all data
providedto thefunctionusingthe SM.i n pointerarecopied
out of this memorylocationinto the temporarybuffer of
theDSS.TheSMr ead() functionwritesthelocal dataof
the calling local usercontext backto the addressubmitted
throughthe pointerSMout . The DSScontrolblock struc-
ture My CB is usedto identify the DSS.

Switchingfrom thecurrentto thefuturebankis achieved
by meansf thefollowing procedure:

e Determinethecurrentmeaningof thebanksfrom their
internalflags.

e \Write datainto the specifiedpartition(s)of the future
bankof thememory

e Outputdatavia avoting betweerthedistributedcopies
of thecurrentbank.

e If the contentsof the future banksof all nodesare
equal,switchtherole of thememorybanks.

Furtherinformationon this canbefoundin [4].



5.3. Fault M ode€l

The overall stratgy implementedn the DSS allows to
maska numberof transientfaultsresultingin:

e anerroneousnputvalue

e errorsaffectingthecircularbuffer,

o errorsaffectingthetemporalredundang modules,
o errorsaffectingtheflag values,

occurringduring the executioncycle, or causeddy an ex-

ternal disturbancepr a wrong flag value, etc. Theseare
toleratedeither through the voting sessiongtemporalre-

dundang) or aremasledvia the periodicrestartsvhichin-

validatethe currentcycle. In this latter casethis is there-
fore percevedasadelayof thestabilizedoutput. Thesame
applieswhen a fault affects the phaseof determiningthe
currentbank, or faults occurringduring the voting among
temporalredundang modules,or faults affecting the spa-
tial redundang modules.More detailson this canbefound
in [4].

Toleranceof permanenfaultsresultingin nodecrashes
is achieved by usingthe DSS asa dependablenechanism
compliantto the recovery languageapproacha novel fault
tolerancestructuringtechniqueintroducedin [2] and dis-
cussedn [1]. Asexplainedin thecitedworks,thisapproach
exploits a high level distributed application (the TIRAN
backbonelnda library of errordetectiontoolsin orderto
detecteventssuchasnodeandtaskcrashes.Userdefined
errorrecovery actionscanthenbe attachedo the errorde-
tectioneventssoto trigger corrective actionssuchas,e.g.,
reconfiguratiorof the DSStasks.

6. Conclusion

In the above we have describeda software systemim-
plementinga datastabilizing tool to be placedin highly
disturbedervironmentdik e thosetypical of sub-statiorau-
tomation.Dueto its design basedn acombinationof spa-
tial andtemporalredundang andon a cyclic restartpolicy,
thetool provedto be capableof toleratingtransientandper
manentfaultsandto guarantealatastabilization. Initially
developedon a ParsytecCC system the tool hasbeenthen
portedto several runtime systems.It is beingsuccessfully
testedat ENEL whereit is now compliantto their control
applicationsandis beingintegratedwithin thecyclic-restart
stratgy adoptedfor theseapplications. Ongoingexperi-
enceand validationactivities will allow to gain additional
confidencewith thenovel solutionat ENEL andwill culmi-
natein its adoptionasa replacementor the old hardware
equipmentandin the analysisof its re-usein a wide class
of mission-criticalautomatiorapplications.
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