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Abstract—Buyer-seller watermarking protocols incorporates
digital watermarking with cryptography, in order to protect
digital copyrights and privacy rights for the seller and the buyer
before, during, and after purchase activities in e-commerce. In
this paper, we analyze the security of some previously proposed
schemes, and propose an secure and anonymous buyer-seller
watermarking protocol. In contrast to early work, our improve-
ment on the protocol’s security properties ensures that the
design requirements are fulfilled. The proposed scheme is able to
simultaneously resolve the piracy tracing problem, the customer’s
rights problem, the unbinding problem, the anonymity problem,
the conspiracy problem, and the dispute problem. In the proposed
scheme, a buyer can purchase digital contents anonymously but
his anonymity can be revoked as soon as he is adjudicated to be
guilty by a legal institute, such as civil court.

I. INTRODUCTION AND PROBLEM STATEMENT

Recent proliferation and success of the Internet, together
with the availability of various web services based applications
such as multimedia and e-commerce, has created an envi-
ronment where it became very easy to obtain, replicate and
distribute digital content without any loss in quality. It brings
convenience and improves the efficiency of online purchase
activities between buyers and sellers. On the other hand, it
also brings threats of illegal replications and distributions
at ease. Therefore, intellectual property rights protection has
become a great concern. Encryption and digital watermarking
have been developed as promising techniques for copyright
protection. Encryption can be used to prevent unauthorized
access to digital content, but it has the limitation that once a
content is decrypted, it doesn’t prevent an authorized user from
illegally replicating the digital content. Digital watermarking
[1] has been proposed, complementing encryption techniques,
to establish and prove ownership rights by embedding the
seller’s information in the redistributed content. Similar to
digital watermarking, fingerprinting techniques can be used to
trace copyright violators by embedding the buyer’s information
in the redistributed content. Earlier research on fingerprinting
schemes have been conducted by Pfitzmann et al. [2], [3], [4],
[5], and by Camenisch et al. [6]. The shortcoming of these
schemes lies in their inefficiency. Some schemes [2], [3] are
based on secure two-party computations, which require a too
high complexity to implement in practice. Other schemes [4],
[5] are based on coin-based constructions, using a building
block of the c-secure fingerprinting code by Boneh et al. [7],
which require a too long codes for embedding and hence

the overall system is not practical to implement in real life
applications.

A buyer-seller watermarking protocol [8], [9], [10] is one
that combines encryption, digital watermarking, and other
techniques to ensure rights protection for both the buyer
and the seller in e-commerce. The first known buyer-seller
watermark protocol was introduced by Memon et al. [8], and
it was improved by Ju et al. [9]. Since the first introduction
of the concept, several alternative design solutions have been
proposed in [11], [12], [10], [13], [14].

A. Design requirements

A complete and sound buyer-seller watermarking protocol
is expected to resolve the following problems:

1) The piracy tracing problem. Once a pirated copy is
found, the seller should be able to trace and recover the
identity of the copyright violator.

2) The customer’s rights problem. When a watermark is
inserted solely by the seller, the seller may benefit from
framing attacks to an innocent buyer, hence it will cause
unsettled disputes.

3) The unbinding problem. Upon discovering a pirated
copy, the seller can fabricate piracy by transplanting the
buyer’s watermark into another digital content. There-
fore, it is necessary to bind a chosen watermark with a
specific transaction.

4) The anonymity problem. The buyer should be able to
stay anonymous during transactions until he is proven
to be guilty.

5) The conspiracy problem. Malicious parties may col-
lude with each other and mount attacks to frame an
innocent buyer or to confound the tracing by removing
the watermark from the digital content.

6) The dispute problem. The arbitrator should be able to
resolve disputes, without the buyer revealing his identity
or private key.

B. Outline of the paper

In this paper, we focus on a new solution to improve the
security and privacy properties of a buyer-seller protocol in
order to achieve the design requirements. In Sect. 2, first,
we analyze the security of previous work and point out why
they didn’t fulfill the design requirements. Next, we introduce
our approach and present our improvements by providing



a comparison with the existing schemes. In Sect. 3, we
briefly review some cryptographic primitives for the ease of
understanding the proposed scheme. In Sect. 4, we define
the system model with assumptions and discuss the proposed
scheme in detail. In Sect. 5, we present the security analysis
of the proposed protocol and explain how the design goals are
fulfilled. Last, we draw the conclusion in Sect. 6.

II. ANALYSIS OF THE EXISTING WORK

In this section, we evaluate the design of previous schemes
[8], [9], [11], [12], [10], [13], [14] from a security and privacy
point of view. Due to the limit of space in this paper, we
don’t provide a full security analysis of each scheme in
detail. Instead, we summarize the analysis and point out the
shortcomings of each scheme. From the analysis, we can
prove that none of the existing schemes fulfills the design
requirements.
The piracy tracing problem. All of the previous schemes
are able to resolve the piracy tracing problem by providing
a mechanism for the seller to trace an illegal buyer and to
recover the buyer’s identity if the buyer is proven to be guilty.
The customer’s rights problem. All these schemes can
resolve the customer’s rights problem, since the protocols are
designed asymmetric, i.e., the seller doesn’t know the exact
value of the buyer’s watermark, neither does she know the final
watermarked digital content that the buyer gets. Therefore, the
accused buyer for a illegal replication or distribution cannot
claim that the copy is originated from the seller or a security
breach in the seller’s system.
The unbinding problem. Lei et al [10] point out the unbind-
ing problem in the schemes [8], [9], [11], [12] and improve
by providing a mechanism to bind a specific transaction to
a specific buyer. Later, Zhang et al. [13] and Shao et al.
[14] follows a similar design principle of [10] to resolve the
unbinding problem.
The conspiracy problem. Goi et al. [12] point out the security
weakness in [8], [9], [11] against conspiracy attacks, and
propose a solution to ensure that the protocol’s security doesn’t
rely on any third party. Zhang et al. [13] use the design
principle of [12] such that the buyer’s watermark is only
generated by the buyer, instead of by a trusted watermark
certification authority. According to our analysis, we conclude
that the schemes by Lei et al. [10] and Shao et al. [14] both
cannot resist the conspiracy attack, in which a malicious seller
can collude with a third party, e.g. the watermark certification
authority, such that the seller can discover the buyer’s actual
watermark information.
The anonymity problem. The existing solutions to the
anonymity problem are either impractical or incomplete. In
the Memon’s scheme [8], to carry out a transaction, the
seller is required to know the buyer’s identity. Hence, the
buyer’s anonymity is not provided. Ju et al. [9] and Choi
et al. [11] improve [8] by applying an anonymous public
private key pair in each transaction. However, the anonymity
problem is still not solved because both schemes require the
watermark certificate authority to know the buyer’s identity,

which means that the buyer’s anonymity cannot be preserved
against conspiracy attacks. The scheme by Goi et al. [12]
requires the buyer, in the watermark generation phase, to
request a signature from the certification authority (CA) of
the public key infrastructure (PKI). However, the method [12]
cannot resolve the anonymity problem efficiently, since before
each transaction, the buyer has to contact the CA for a new
signature. Lei et al. [10], Zhang et al. [13], and Shao et
al. [14] apply anonymous certificates, i.e., digital certificates
without real identities of applicants, in order to provide the
buyer’s anonymity. Unfortunately, transaction unlinkability is
not provided by these schemes: during all transactions from
the seller to the buyer, the public key anonymous certificate
stays the same, unless the buyer contacts the CA before each
transaction to acquire a new certificate, which is impractical
for real life applications. Furthermore, in Lei’s scheme [10],
the buyer’s anonymity is guaranteed only if the watermark
certification authority is honest.
The dispute problem. The schemes [8], [11], [12], [13] all
require the accused but possible innocent buyer to take part
in the dispute resolution protocol by revealing the buyer’s
secret key or the watermark to the judge or to the CA.
Moreover, these schemes don’t operate properly if the under-
lying encryption algorithm is probabilistic because the data
encrypted by the judge or the CA may not be equal to the
data provided by the seller. Therefore, the dispute problem
is not solved and the encryption scheme suggested must be
deterministic. The dispute problem is partly solved in [9], [10]
but with limitations. In [9], the buyer creates a key escrow
cipher to escrow his anonymous private key at the judge.
The drawback is that the judge has to be a pre-defined entity
participating in both the dispute resolution process and the
watermark generation process. In [10], the judge requests the
buyer’s watermark from the watermark certification authority,
and hence the solution to the dispute problem depends on the
trustworthiness of the watermark certification authority.

A. Our approach

Our approach focuses to improve and simplify the protocol
model for web based transactions between the buyer and the
seller, and aim to design an truly secure and anonymous buyer-
seller protocol. Our protocol incorporates secure group signa-
ture schemes [6], [15], [16] to ensure anonymity and traceabil-
ity, together with anonymous communication networks [17] to
enable both anonymous outgoing connections and anonymous
hidden services. The proposed scheme improves on the short-
comings of the existing schemes, and is able to achieve all the
desired security properties simultaneously, such as traceability,
anonymity and unlinkability, conspiracy resistance, and dis-
pute resolution. A comparison of the proposed scheme with the
existing buyer-seller watermarking protocols, in accordance
with the protocol design requirements, is depicted in Table
II-A.



TABLE I
COMPARISON OF SOME EXISTING BUYER-SELLER WATERMARKING PROTOCOLS WITH OUR SCHEME.

Problems solved [8] [9] [11] [12] [10] [13] [14] Ours

Piracy tracing problem
√ √ √ √ √ √ √ √

Customer’s rights problem
√ √ √ √ √ √ √ √

Unbinding problem × × × ×
√ √ √ √

Conspiracy problem × × ×
√

×
√

×
√

Dispute resolution problem ×
√

× ×
√

×
√ √

Anonymity/unlinkability problem × × × × × × ×
√

III. CRYPTOGRAPHIC PRIMITIVES

A. Privacy homomorphism
A privacy homomorphism refers to a cryptosystem E which

is homomorphic with respect to some binary operators �M in
M and �C in C, such that ∀m1,m2 ∈M : E(m1�Mm2) =
E(m1)�CE(m2). Homomorphic cryptosystems can be classi-
fied as two groups, namely the ones whose security relies on
the ”decisional composite residuosity assumption” (DCRA),
and the ones of the ElGamal class based on ”decisional Diffie-
Hellman assumption” (DDH). The strongest security level a
privacy homomorphism can reach is IND-CPA, instead of IND-
CCA2. For instance, the deterministic RSA cryptosystem [18]
and the ElGamal cryptosystem [19] are multiplicative privacy
homomorphism. In contrast to deterministic RSA, ElGamal
is IND-CPA. The Goldwasser-Micali cryptosystem [20], the
Paillier cryptosystem [21], and Paillier’s generalization the
Damgård-Jurik cryptosystem [22] are additive privacy homo-
morphism.

B. Group signature
Group signatures [23], [24] enable group members, each

with its own private signature key to produce signatures on
behalf of the group. Group signature schemes can be either
static or dynamic. Dynamic schemes allows to update group
members with time. The advantage is that instead of assigning
a high level of trust to a single party, the group manager
is separated as an issuer and an opener. This provides more
security with a lower level of trust. The security properties of
group signatures are formalized as follows [15], [16]:
• Anonymity allows group members to create signatures

anonymously, such that it is hard for an adversary, not in
possession of the group manager’s opening key to recover
the identity of the signer.

• Traceability permits the signer’s anonymity to be re-
voked by the group manager in case of misuse, and
ensures that no colluded group members can create
unverifiable signatures, or signatures that can’t be traced
back to some member of the coalition.

• Non-frameability requires that no adversary can produce
a signature in the name of a user unless the latter indeed
produced it.

C. Verifiable encryption
Verifiable encryption schemes enable the encrypter to ensure

that the plaintext satisfies certain application-dependent prop-
erties without compromising the secrecy. It can be employed

in numerous applications including escrow schemes [25], [26],
group signature and identity escrow schemes [27], [28], and
digital payment with revocable anonymity [29], [30]. Specific
schemes are proposed in [31] for both discrete-log based and
factoring based schemes.

IV. PROPOSED SCHEME

A. System model

The proposed buyer-seller watermarking protocol involves
four entities: a seller Alice that is the copyright holder, a
buyer Bob, a group manager GM that functions as a regis-
tration center, and a judge that adjudicates lawsuits against
the infringement of copyrights. The protocol consists of three
subprotocols. In the registration protocol, the GM manages the
buyer’s registration information before the buyer purchasing
anything from the seller. In the watermark generation and
insertion protocol, the seller carries out electronic transactions
with the buyer by selling a watermarked digital content. There
are two phases in this subprotocol. First, the buyer and the
seller both generates their own secret watermark. Second, the
seller embeds both watermarks from the seller and the buyer
in an original digital content. Note that, due to the secrecy
of the buyer’s watermark, the embedding is performed in the
encrypted domain, and the seller doesn’t know the actual value
of the final watermarked content delivered to the buyer. Once
a pirated copy is found on the market, the identification and
arbitration protocol enables the seller to identify the copyright
violator, with the help of the judge and the GM.

Our approach takes care of both privacy protection and digi-
tal copyrights protection. The buyer is only required to interact
with the GM prior to transactions, and with the seller during
transactions, hence no third party is involved. Furthermore, a
judge is able to expose the identity of an adjudicated guilty
buyer without the buyer actively participating in the copyright
violator identification and arbitration process by providing his
private key or watermark.

We define the following assumptions in the proposed
scheme. Without these assumptions, the security property of
the proposed scheme cannot be guaranteed. We assume a
public key infrastructure PKI is available, such that each entity
has a public and private key pair certified by the CA. We
assume the GM is as trustworthy as the CA, and consists of
a trusted party for group key generation, an issuer for group
member joining, and an opener for group signature opening.
Furthermore, the GM is assumed to be only party who knows



the link between the buyer’s anonymous key and identity.
For consistency, we assume that the digital content is a still
image, although the protocol can be applied to other multi-
media formats such as audio or video. Our scheme employs
the privacy homomorphism of the Paillier cryptosystem [21]
and the robust collusion resistance watermarking technique
proposed by Cox et al. [1]. We choose to employ dynamic
group signatures and take [16] as an example construction.

B. Registration protocol

The registration protocol, performed between Bob and the
GM, is depicted in Fig. 1.

1) In the setup phase, the trusted party from the GM
executes the group-key generation algorithm GKg on
input 1k to produce a triple (gpk, ok, ik). The group
public key gpk is for signature verification and consists
of a security parameter k, a public encryption key pke, a
certificate verification key pks, and two reference strings
R1 and R2. The issuing key ik, which is for the issuer to
issue signature keys to group members, is the certificate
creation key sks, corresponding to pks. The opening key
ok, which is for the opener to open signatures, consists
of the decryption key ske, corresponding to pke, and a
random coin re to generate (pke, ske). The opener key
doesn’t contain the certificate creation key sks to prevent
from issuing certificates for keys generated by itself.

2) Bob wants to join the group and begins with the user-
key generation algorithm UKg on input 1k to obtain a
personal public and private key pair (upk[B],usk[B]).

3) In the group joining phase, Bob generates a signing
and verification key pair (skB , pkB) and signs pkB
with his personal private key usk[B]. Then Bob sends
(skB , pkB) to the issuer, who issues the group member-
ship to Bob by providing a certificate of pkB and Bob’s
identity B with the certificate creation key sks. If sigB
is not verified, the issuer will return an empty string ε
and the protocol halts. Then (skB , pkB) are stored in
the registration table reg and sigB will be used later by
the opener to prove the opener’s claims.

4) Bob receives the certificate certB from the issuer and
generates his group member signature key gsk[B] from
the tuple (B, pkB , skB , certB).

C. Watermark generation and insertion protocol

The watermark generation and insertion protocol deals with
transactions between Alice and Bob, and can be executed
multiple times for multiple transactions. The exact algorithm
depends on the underlying watermark embedding and de-
tection techniques. Alice and Bob first need to negotiate a
purchase agreement ARG on rights and obligations as well
as the specification of the digital content X . Hence ARG
uniquely binds a particular transaction to the item of interest
X . Fig. 2 depicts the protocol with the following steps:

1) Bob generates a one-time anonymous public and private
key pair (pk∗B , sk

∗
B) on input 1n, where n is a security

parameter. Then Bob applies the group signing algorithm

GSig to create a signature µ to pk∗B with his group
signature key gsk[B] and the group public key gpk, µ =
GSig(gpk, gsk[B], pk∗B).

2) Bob creates an escrow cipher Eesc = EpkGA
(sk∗B) to

recover sk∗B from the GM in case of disputes. The
verifiable proof pfsk∗B for Eesc is to assure Alice that
the encrypted message is valid without compromising
sk∗B . Bob then chooses a watermark W , in compliance
with the features of X for robustness, and encrypts
W using pk∗B as ewB = Epk∗B (WpriB ). Then Bob
sends (pk∗B , µ,ARG, ewB , pfsk∗B , Eesc) together with
his signature ν to Alice.

3) Upon verifying ν and pfsk∗B , Alice executes the group
signature verification algorithm to check the validity of
Bob’s group signature µ to pk∗B with the group public
key gpk as GV f(gpk, (pk∗B , µ)). For each transaction,
Alice generates a unique watermark V in compliance
with the features of X and embeds V to X , resulting in
the intermediate watermarked content as X

′
= X ⊕ V .

4) Alice chooses a random permutation function σ to
permute the elements of the encrypted W , since
σ(Epk∗B (W )) = Epk∗B (σ(W )). Alice performs the
second watermark embedding in the encrypted do-
main applying privacy homomorphism, Epk∗B (X

′′
) =

Epk∗B (X
′
)⊕ Epk∗B (σ(W )) = Epk∗B (X

′ ⊕ σ(W )). Note
that the computation is possible because we assume the
encryption Epk∗B (·) is privacy homomorphic with respect
to the watermark embedding operation ⊕. Alice stores
(X
′
, V, σ,m, ν) in Tablex, and delivers the encrypted

content X
′′

to Bob.
5) Bob obtains the watermarked content X

′′
by decryption

Dsk∗B
Epk∗B (X”).

D. Identification and arbitration protocol
The identification and arbitration protocol, executed among

the seller Alice, the judge, and the GM, is depicted in Fig. 3.
1) Once a pirated copy Y of X is found, Alice extracts

the watermark U from Y and correlating U with every
Wpub in Tablex and choosing the one with the highest
correlation. Then Alice provides the collected informa-
tion together with the original content X to the judge

2) The judge verifies ν with pk∗B . If verified, the judge
sends Eesc to the GM. Otherwise, the protocol halts.

3) The GM recovers the private key by decryption sk∗B =
DskGA

(Eesc), and sends EpkJ
(sk∗B) to the judge.

4) The judge calculates sk∗B = DskJ
(EpkJ

(sk∗B)) and
W = Dsk∗B

(ew), and extracts the watermark σ(W
′
)

from Y . If σ(W
′
) and σ(W ) match with a high cor-

relation, the suspected buyer is proven to be guilty.
Otherwise, the buyer is innocent. Note that until now,
the buyer has stayed anonymous.

5) To recover the buyer’s identity, the judge sends a court
order to the opener along with (µ, pk∗B). The opener
accesses to the registration table reg and applies the
group signature open algorithm with its opening key
ok to get the identity B and a claim proof τ .



group manager (GM) Bob (Buyer)
1. (with trusted party) secure� -
group key generation
(gpk, ok, ik)← GKg(1k)
gpk ← (1k, R1, R2, pke, pks)
for opener ok ← (ske, re)
for issuer ik ← (sks)

2. user key generation
(upk,usk)← UKg(1k)

3. group joining (with issuer)
(pkB , skB)← Ks(1k)

pkB , sigB� sigB ← Sig(usk[B], pkB)
If V f(upk[B], pkB , sigB) = 1 then
certB ← Sig(sks, 〈B, pkB〉)
reg[B]← (pkB , sigB)
Else certB ← ε certB -

gsk[B]← (B, pkB , skB , certB)

Fig. 1. The registration protocol performed between Bob and the GM.

Alice (Seller) Bob (Buyer)
ARG� - (pk∗B , sk

∗
B)← KB(1n)

group signing µ = GSig(gpk, gsk[B], pk∗B)
Eesc = EpkGA

(sk∗B), proof pfsk∗B for Eesc
generate W , ew = Epk∗B (W )
m← (pk∗B , µ, ARG, ew, pfsk∗

B
, Eesc)

ν = signsk∗B (m)
group signature verification m, ν�
GV f(gpk, (pk∗B , µ))
verify (ν, pk∗B), verify (pfsk∗B , Eesc)
generate V, σ, X

′ ← X ⊕ V
Epk∗B (X

′′
) = Epk∗B (X

′ ⊕ σ(W ))

Tablex ← [X
′
, V, σ,m, ν] Epk∗B (X

′′
)
- get X

′′
with sk∗B

Fig. 2. The watermark generation and insertion protocol performed between Alice and Bob.

Alice (Seller) Judge group manager
found Y

U ← det(X,Y ) [Tablex]Y� - verify (ν, pk∗B) Eesc- (with the trusted party)
EpkJ

(sk∗B)� sk∗B = DskGA
(Eesc)

sk∗B = DskJ
(EpkJ

(sk∗B))
W = Dsk∗B

(ew)
σ(W

′
)← det(X

′
, Y )

σ(W
′
) ?= σ(W ) µ, pk∗B- (with the opener) open group signature(B, τ)←

Open(gpk, ok, reg[], pk∗B , µ)

B, τ�
B� Judge(gpk,B, upk[B], pk∗B , µ, τ)

Fig. 3. The copyright violator identification and arbitration protocol among Alice, the judge, and the GM.



6) The judge verifies the opener’s claim by running the
group signature judging algorithm, based on B and τ .
If verified, the judge closes the case and announces that
the buyer Bob with identity B is guilty.

V. SECURITY ANALYSIS AND DISCUSSIONS

In this section, we analyze the security properties of the
proposed scheme. The soundness and completeness of the
protocol rely on the security and robustness of the underly-
ing cryptographic and watermarking primitives. Traceability.
Once a pirated copy is found, Alice can provide sufficient
information related to the particular transaction to the judge.
The protocol helps the judge trace the the privacy violator,
because of the traceability property of the underlying group
signature scheme.
Non framing (buyer’s security). Alice only knows the en-
crypted content EpkB

∗(X
′′
), but not Bob’s watermark W and

Bob’s anonymous private key skB . Thus Alice does’t know the
watermarked content X

′′
that Bob received. Therefore, Alice

cannot frame Bob by distributing replicas of X
′′

herself. That
is, the customer’s rights problem is solved. The unbinding
problem is solved as follows. Once Alice obtains a copy of
X sold to Bob as Y = X ⊕ V ⊕ σ(W ), she can compute W
anyway since she knows X and σ, and then she can insert
the extracted σ(W ) to another digital content U to fabricate a
pirated copy U

′
. Even if this fabricated piracy is possible,

Alice can’t forge Bob’s signature ν that explicitly binds
Epk∗B (W ), pk∗B to ARG, which in turn binds to a particular
transaction with specifications of X . Moreover, since Bob’s
anonymous key (pk∗B , sk

∗
B) is one-time, it is impossible for

Alice to trick Bob by sending outdated information from
previous transactions. Because if Alice encrypts the water-
marked digital content using an outdated public key of Bob,
the probability that Bob gets the correct decrypted content
using his updated private key is negligible. Therefore, it is
impossible for the seller to transplant the watermark embedded
in a pirated copy into another higher-priced digital content and
get more compensation since she can’t forge any evidence.
Non repudiation (seller’s security). Bob only knows his
watermark W but not the permutation function σ nor the
original content X . Therefore, Bob cannot deny his guilt by
removing W from X

′′
. Neither can he claim that the copy

was created by Alice or a security breach of Alice’s system,
because only Bob knows skB∗ and W so that no one can
forge Bob’s copy.
Conspiracy resistance. Bob is able to generate his own wa-
termark and there is no third party involved in the watermark
generation and insertion protocol. It enables the scheme to be
conspiracy resistent.
Dispute resolution. When a dispute occurs, even without Bob
providing sk∗B and W , the judge can still recover sk∗B from
the GM, with the help of the key escrow cipher Eesc and the
proof pfsk∗B . Once sk∗B is recovered, the judge knows W and
he can further arbitrate if the suspected Bob is guilty or not.
Anonymity. The essential protection of the buyer’s privacy
is by taking advantage of the group signature scheme and

the one-time anonymous public and private key pair. Before
the purchase, Bob requests a group signature key gsk[B]
from the GM. In each transaction with Alice, Bob uses
an anonymous public and private key pair (pk∗B , sk

∗
B) and

generates a signature µ to pk∗B with the signature key gsk[B].
By the anonymity property of a secure group signature scheme
[16], it is computationally infeasible for an adversary, not in
possession of the opener’s opening key ok, to recover the
identity of the signer from its signature. Note that the GM is
trustworthy, otherwise the group signature scheme would not
be secure. In case of disputes, Alice collects the transaction
information and sends pk∗B , µ, ARG, ew, pfsk∗B , and Eesc
to the judge for arbitration. The information can only prove
someone with an anonymous key pk∗B has bought the product
X but it doesn’t disclose the identity of Bob. Only when Bob
is adjudicated to be guilty, the judge can send a legal order for
the GM to expose Bob’s identity. In addition to the anonymous
protocol at the application layer, the communication between
Alice and Bob is sent over an anonymous channel, such as Tor
[17]. Bob’s private information is protected against various
traffic analysis attacks, depending on the security of the
employed anonymous communication technique. Therefore,
the buyer can stay anonymous during transactions until he is
adjudicated to be guilty and thus the buyer’s privacy is well
protected.
Unlinkability. Because of the unlinkability property of the
underlying group signature scheme, and the unlinkability
property introduced by the one-time key pair (pk∗B , sk

∗
B)

and ARG, given a list of signatures, no one can relate
two transactions together as they were from the same buyer.
The underlying anonymous communication technique ensures
unlinkability as well. Therefore, unlinkability is provided in
the proposed protocol.

VI. CONCLUSION

In this paper, we have analyzed the shortcomings of some
existing schemes, and proposed an secure and anonymous
buyer-seller watermarking protocol. We have improved the
protocol’s security properties to ensure that the predefined
design requirements are fulfilled. We address the importance of
anonymity with control in such a way that a buyer can purchase
digital contents anonymously (anonymity), but the buyer’s
anonymity can be revoked as soon as he is adjudicated to be
guilty for copyright violation by an arbitrator (dispute resolu-
tion). On the other hand, the seller is not able to link data from
different transactions and decide whether they are from the
same buyer or not (unlinkability), yet the seller can trace and
identify copyright violators with the help of a trusted authority
(traceability). Comparing with earlier work, our scheme is able
to provide all the required security properties such as traitor
traceability, buyer anonymity, transaction unlinkability, non-
framing, non-repudiation, conspiracy resistance, and dispute
resolution.
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TABLE II
APPENDIX: NOTATIONS AND ABBREVIATIONS

Alice The seller and the copyright holder
Bob The buyer who purchases the desired digital contents

from the seller
GM The group manager which consists of a trusted party

for group key generation, an issuer for group member
joining, and an opener for group signature opening

Judge An arbiter who adjudicates lawsuits against the infringe-
ment of copyright and intellectual property

B The identity of Bob
X Original content
X
′
, X
′′

Watermarked content
⊕ Watermark embedding operation
det(X,Y ) Non-blind watermark extraction operation with inputs as

the watermarked content and the original content
ARG An agreement between the buyer and the seller that

uniquely binds the particular transaction to X
Epki

(·) Encryption with the public key of an entity i
Dski

(·) Decryption with the private key of an entity i
GKg The group key generation algorithm for generation of the

group public key gpk, the issuer key ik, and the opener
key ok in a setup phase by the trusted party

UKg The user key generation algorithm ran by a user i who
wants to join the group to obtain a personal public key
and private pair (upk[i], usk[i])

(pkB , skB) Bob’s verification key and signing key used in the group
joining phase

sigB Bob’s signature to pkB signed with upk[B]
certB The certificate for Bob from the issuer signed to B and

pkB with the issuer key
gsk[B] Bob’s group signature key assigned by the issuer
reg[i] The registration table reg populated by the issuer and

read-accessed by the opener to store the registration
information of group member i

(pk∗B , sk
∗
B) Bob’s one-time anonymous public private key pair for

each transaction
GSig The group signing algorithm applied by a group member

i to a message m
GV f The group signature verification algorithm to verify the

signature on m with the group public key gpk
Open The opening algorithm applied by the opener to claim

the identity of the group member who has produced the
signature of m, and generate a proof of the claim

Judge The judge algorithm which aims to verify that certain
group member i produced a signature of m with a proof

1k If k ∈ N, then 1k denotes the string of k ones.
µ Bob’s signature to pk∗B using his private group signature

key gsk[B]
ν Bob’s signature of message m, m ←

(pk∗B , µ, ARG, ew, pfsk∗
B
, Eesc)

Eesc, pfsk∗
B

Bob’s key escrow cipher EpkGA
(sk∗B) and its proof

V The one-time watermark generated by the seller in each
transaction

W The one-time watermark generated by the buyer in each
transaction

σ Random permutation functions chosen by Alice


