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Abstract

In [1] a construction of a block cipher from a single pseudorandom permutation is

proposed. In a complexity theoretical setting they prove that this scheme is secure

against a polynomially bounded adversary. In this paper it is shown that this con-

struction suffers from severe limitations that are immediately apparent if differential

cryptanalysis [3] is performed. The fact that these limitations do not contradict the

theoretical results obtained in [1] leads the authors to question the relevance of

computational complexity theory in practical conventional cryptography.

1 Introduction

The Even-Mansour construction is a block cipher. Let n be the blocklength. The

cipher makes use of a publicly known permutation F where it is easy to compute

F (X) and F−1(X) for any given input X ∈ {0, 1}n. The key consists of two n-bit

subkeys K1 and K2. The relation between a message M and its ciphertext C is

given by C ⊕K2 = F (M ⊕K1). This is illustrated in figure 1.

Traditionally the effectiveness of a cryptanalytic attack is measured by comparing

it to exhaustive search over the keyspace. For instance, recently the (full 16-round
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Figure 1: The Even-Mansour block cipher construction.
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version of) DES has been called broken because a sophisticated version of differen-

tial cryptanalysis would perform faster than exhaustive search. In this paper two

attacks are presented that severely compromise the Even-Mansour scheme in this

(real world) context.

The failure of Even and Mansour to see the obvious weaknesses of their con-

struction lies in their one-sided complexity theoretical approach. Performing some

elementary cryptanalysis provides upper limits for the security attainable with this

scheme. Combination of the results from both complementary viewpoints allows for

a more realistic evaluation of the possibilities of the construction.

Moreover, we give a number of arguments against the application of complexity

theory in the case of practical conventional cryptographic schemes. In our opin-

ion only a pragmatic approach based on existing cryptanalytic methods and the

analysis of diffusion and confusion will lead to both secure and efficient conventional

cryptosystems.

2 Cryptanalysis of the Scheme

The key consists of 2n bits, hence exhaustive search of the keyspace would take

about 22n−1 applications of F . The two attacks presented are significantly more

efficient.

Known plaintext attack : The cryptanalyst knows two plaintext-ciphertext pairs

(Ma, Ca) and (Mb, Cb). Let V = M ⊕ K1 and W = C ⊕ K2. The bitwise XOR

of two blocks Xa and Xb is denoted by ∆X. The attack consists of calculating

∆W = F (V ) ⊕ F (V ⊕ ∆M) for all possible values of V . If V = Ma ⊕ K1 or

V = Mb⊕K1 we have ∆W = ∆C. If F is random only a few V values will be found

for which this holds. The erroneous values V ′ can easily be discarded by checking

that F (V ′) 6= Ma⊕K2 and F (V ′) 6= Mb⊕K2. When the correct V is known the two

subkeys can be easily calculated. This attack takes on the average 2n−1 applications

of F , hence reduces the effective keylength to n bits.

Chosen plaintext attack : The cryptanalyst chooses k plaintext pairs Mi, M
′
i

with Mi⊕M ′
i = ∆M , a constant for all i. He obtains the corresponding ciphertexts

Ci, C
′
i. For k ¿ 2n there are about k different ∆Ci values, speeding up the search

for ∆W = ∆Ci for some i by a factor of k as compared to the known plaintext

attack. The magnitude of k is limited by the memory requirement of 2nk bits. In

the absence of memory restrictions there is an optimum for k near 2n/2. In that case

the expected number of F -evaluations plus encryptions is about 2n/2, reducing the

effective keylength to n/2 bits.

In the calculation of the complexities the permutation F is considered to be
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random. However, non-random properties of F can probably be used to speed up

the attacks. Moreover both attacks can easily be parallelized.

Example : Let Φ be an Even-Mansour type block cipher with blocklength 64 and

keylength 128. Suppose an F -processor is a dedicated chip that computes F in

100 microseconds. A cryptanalyst performing a (2 MByte) chosen plaintext attack

(k ≈ 105) on Φ using a parallel machine with 106 F -processors will recover the key

in a matter of hours.

3 Discussion

In [1] computational complexity theory is employed to recommend a construction

that can equally be considered as a restriction on the key schedule of a block cipher.

Even and Mansour prove that a polynomially bounded adversary has a negligible

probability of success when attacking their scheme if permutation F is pseudoran-

domly ‘chosen’. What this really means is that the complexity of an attack with

nonnegligible probability is a superpolynomial function of the blocklength n for

large enough n. Complexity theory makes abstraction of constant factors. In fact

the only distinction made in [1] is that between polynomial and superpolynomial.

Given a mathematical model of an attacker, complexity theory does not provide any

information at all on how large the blocklength should be chosen for the scheme to

be secure. Moreover, complexity theory is only applicable if the permutation F is

‘chosen’ in a pseudorandom way. This means that F must in some way be based

on a computationally hard problem. One method to obtain this is by forming F

with the Luby-Rackoff construction[4]. The random functions used in this scheme

can be constructed as outlined by Goldreich-Goldwasser-Micali [5] using a random

sequence generator based on some general complexity theoretic assumption. This

can be used to define a concrete block cipher by the unavoidable fixing of the block-

length. Despite the involved construction, no guarantee on the security of this block

cipher can be given. Moreover, it will definitely be very slow.

Complexity theory is a powerful tool in an important part of cryptography. How-

ever, in the case of practical conventional cryptography, we believe that its relevance

is marginal. By practical conventional cryptography we mean symmetrical block ci-

phers, stream ciphers and cryptographic hash functions that actually have to be

implemented and used. In our opinion the complexity theoretical way of thinking

encourages poor design. The Even-Mansour construction is an example. In [2] a

similar argument is made concerning hash functions.

A number of statements in the Even-Mansour paper illustrate the absurdity of

their point of view. In the abstract they state that the construction “removes the
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need to store, or generate a multitude of permutations.” Furthermore it reads “The

scheme may lead to a system more efficient than systems such as the DES and its

siblings, since the designer has to worry about one thing only: How to implement

one pseudorandomly chosen permutation. This may be easier than getting one for

each key.” (the italics are ours)

In our opinion design and analysis of conventional algorithms has to be based on

diffusion and confusion properties. From this point of view permutations are not

‘chosen’, permutations are implemented using realizable primitives. The security of

the algorithms is best evaluated in the light of existing cryptanalytic methods and

principles. We believe that a central position herein will be taken by differential

cryptanalysis. From an engineering point of view rational design implies maximum

yield (= security) with minimum cost (= time, memory).
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